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1. Introduction

All of Infinite’s devices that support the MQTT protocol, are capable to
connect to any local or remote MQTT Broker. Mosquitto is an open source
message broker that implements the MQTT protocol. It is lightweight and
suitable for use on all devices ranging from low power single board
computers to full servers.

This document is a brief how-to guide for all device communications
between Infinite’s devices and the Mosquitto MQTT Broker.

2. Installing the Mosquitto MQTT Broker to your server

Installation is a straightforward procedure. Simply download the package
(x64 or x32) from here and follow the Eclipse Mosquitto Setup.

Once installed, open a Command Prompt or PowerShell window in the
installed directory and type “mosquitto -c mosquitto.conf -v”. This
command starts the Mosquitto Broker with the settings that are configured
in the mosquitto.conf file, in verbose mode. The .conf file is where the TLS,
listening port, IPv and many other options are set.

2.1 Configuring TLS on Mosquitto

For a more secure connection we offer TLS support which is the standard
in MQTT.


https://mosquitto.org/download/
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On the Mosquitto side we need to create the Broker certificates and keys.
We do that with the commercial-grade TLS toolkit openssl. The easiest way
to do that is to simply install git on your computer and locate the
openssl.exe file in this directory: C:\Program Files\Git\usr\bin\openssl.exe.

Open a Command Prompt or PowerShell window in the above directory and
type the following commands to create the server certificates and keys:
genrsa -des3 -out ca.key 2048 - creates a key pair for the CA

req -new -x509 -days 1826 -key ca.key -out ca.crt - creates a certificate for
the CA

gensra -out server.key 2048 - creates a server key pair

x509 -req -in server.csr -CA ca.crt -CAkey ca.key -CAcreateserial

-out server.crt -days 36 - creates the server certificate

(These commands are for testing purposes and should be adjusted

for different requirements.)

You can now edit the .conf file with the directories of the above
files along with your preferred listener port (8883 for TLS). TLS
version should be 1.2.

Follow this detailed tutorial on how to create the server certificates and

keys as well as edit the .conf file.

2.2 Creating the Device Certificate and Private Key

Using openssl, we create the device (client) certificate and key using one
of the files that we created previously. In an openssl window type the
following commands to create the client certificate and private key:
gensra -out client.key 2048 - creates a client private key

req -new -out client.csr -key client.key - creates a certificate request
x509 -req -in client.csr -CA ca.crt -Cakey ca.key -CAcreateserial -out
client.crt -days 360 - creates client certificate
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http://www.steves-internet-guide.com/mosquitto-tls/
https://git-scm.com/downloads
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(These commands are for testing purposes and should be adjusted
for different requirements.)

Follow this detailed tutorial on how to create the client certificate and key.

3. Device Configuration with WA Manager
In the Edit Device window in WA Manager, tick the Use SSL box.
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Next, we configure the MQTT parameters.
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http://www.steves-internet-guide.com/creating-and-using-client-certificates-with-mqtt-and-mosquitto/
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Lastly, in the SSL Parameters tab, we copy and paste the three files
needed for the TLS communication:

Server Certificate (CA), Device
Certificate and Device Private Key.
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Server Certificate

MIIDmzCCAoOgAWIBAgIUPKIHS2uipAbg+OthhmItFXp1/70wDQYIKoZIhveNAQEL
BQAWXTELMAKGATUEEhMCZ3 1 C2AJBgNVBAgMANROMO4wDAYDVQOHDAV0aGVzc2EM
MAGATUECgwDaW5mMQowCAYDVOOLDAFhMRcwFQYDVOODDAASMS4xMzguljAOLJEy
MDAeFwOy MTAZMjUx MzlwhDdaFwlyNjA2MjUxMzlwND daMFOx CzAJBgNVBAY TAmdy
MQswCQYDVOQIDAI0aDEOMAWGATUEBWWF dGhlc3MxDDAKBgNVBAOMAZILZIEKMAGG
ATUECwWBYTEXMBUGATUEAwwOOTEUMTMAL]IWNCAx MjAwggEiMACGCSqGSIbDOER
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Device Certificate

MIDWTC CAkGgAw|BAgIURsKg3r5aKH7Pf30q3)WYZegnlUcwDOYIKoZIhweNAQEL
BOAWTTFLMEKGATUECwx COWThem3ulFdIYiBTZXJ2aWNIcyBPPUFtYXpvbisjb20g
SW3jLIBMPVNIVXRObGUgU1Q9V2FzaGluZ 3RvbiBDPVVTMBAXD T MDYy NTAANDEw
MFoXDTOSMTIzMTIzNTI 1OV owH]EcMBoGATUEAwWWTQVATIEMVCBDZXI0aWZpY2FD
ZTCCASIWDOVIKoZIhveMAQEBBQADggEPADCCAQeCggEBAMbFhfACaMRTDIFUWgz4
fxZHSASBbHxkZKss3uoHKTHMuwNNHIONBFIT3VvzBEIT)jGY35PDudl
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Device Private Key

MIIEpQIBAAKCAQE Aoxt+ F8AJox HUMKVRaD Phy FledIBIFsfGRkqAXmbgeRMcy TADDC
g41SWP W/ MESIOMIMZjdIB0T00ZI04YiB 1HSeh WWRLtgjsPAYz00 a0ty HEqra
KZjbODkmkStLOGWL 3Ekls/ mell 2/t450mLAkCSQmDPgh+ FrwZyvGm X HedsdILXR2
pUTP/4TIR/Vthuot+ SAJxo2woDLeWUInOrewdKkNTSWSKepO 2w TGZ dwvgywi FvkE
SuPaKmFITI0ANAY+yMsWyqag3KkOySOIWSI28HMudn2cBSwo+ EV2SyMgHt 1 ZFob
+ K FvKelZt2tF 25 n6mBFTHISOUS20D BrmHEDAIDACABAGIBAQDDAAJUIWIOOE0A

(



MQTT - Connecting to the Mosquitto MQTT Broker

The Server Certificate is the ca.crt file we created, the Device Certificate is
the client.crt file and the Device Private Key is the client,key file. These
files should be first opened with Notepad++ and their contents should be
copy and pasted in the above tab. All files must be PEM formatted.

4. Load Certificates via Terminal

Alternatively, the certificates can also be loaded via a terminal program of
your choice. This example uses Tera Term.

The serial port settings are shown in the image below.

Speed: 115200 e

Data: b
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=
< <

Parity: none
Stop bits: 1 bit ke

Flow contral: none

I

The commands for sending each of the certificates are shown in the table
below.

n: 10:
Root
Certificat
e, 20:
cmd, Device

n Certificat
e, 30:
Device
Private
Key

So, for sending the Root Certificate we should enter the command 9270,10
in the terminal.
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Y COM3T - Tera Term VT

File Edit Setup Contrel Window Help

Then, send the appropriate file.

T

File Edit Setup Control Window Help
¥ Tera Term: Send file K
Y COM3T - Tera Term VT R
Lok in: [ | | AWS ~|@ @& e m-
File Edit Setup Control Window ~ )

Mame Date modified 2

Mew connection... Alt+N 551 3F3657h45bb 1d042478745F756b02chabb0615...  7/8/2021 11:29 AM
: : 33657b45bb1d042478745¢756b02chab60615...  7/7/2021 5:21 PM
Duplicate session Alt+D o
| 3f3657b45bb1d042478745f756b02cbabb0615...  7/7/2021 1211 PM

Cygwin connection Alt+G | AmazonRootCAl.pem 7/8/2021 11:34 AM

[51£2292de38388777162F6560c8225671099ce019...  7/8/2021 11:34 AM o,
Log... < >
Pause LCC_]C_]iI'IC_l File name: |AmazonRootCA1 | I Cpen
Comment to Log... Files of type: | All(*.") ~ Cancel
View Log Help
Show Leg dialog... EEmT

_ [ einary

Stop Legging (Q)
Send file...
Transfer >

And enter the special character *. This is achieved by pressing Ctrl+8.
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The device will answer with the message COMMAND PROCESSED OK if the
configuration was successful.

Do the same for the other two certificates with their respective commands.

Your device can now connect to the Mosquitto Broker and send your
encrypted data safely.

Disclaimer:

Mosquitto is an open source (EPL/EDL licensed) message broker that implements the MQTT protocol. All
products and software mentioned in this document for educational and demonstration purposes.
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