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Revision History

Jun 28, 2024 Validated between Remote Browser Isolation on Prisma
Access and Votiro

Table 1: Partner information
Date Jun 30, 2024
Partner Name Votiro
Website https://votiro.com/
Product Name Votiro Cloud
Partner Contact support@votiro.com

support@votiro.com

Support Contact

Votiro Cloud proactively detects known and unknown threats
in content attempting to enter your organization, then
proactively disarms the file before it ever reaches the endpoint.
And they don't stop there. Personal Identifiable Information
(PIl)—as well as PHI and PCl—is masked in real-time to ensure
access is restricted to the right people at the right time while
keeping your organization compliant come audit time.

Product Description

Some of Votiro's key features and services include:

e CDR: Votiro's flagship technology, CDR, sanitizes files
by removing potential threats while maintaining the
file's usability and functionality.

e Email Security: Votiro offers solutions that integrate
with email systems to scan and sanitize attachments
in real-time, protecting users from phishing and
malware attacks.

e \Web Security: Their technology extends to web
downloads, ensuring files downloaded from the
internet are safe from hidden threats.

e File Security: Votiro provides secure file transfer
solutions, protecting files shared via collaboration
platforms, cloud storage, and other channels.

e APl Integration: The solutions can be integrated with
various applications and systems through APls,
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providing seamless security across different platforms
and workflows.

Use Cases for Integration with Palo Alto Networks Remote
Browser Isolation (RBI)

Keep Users Protected with Sanitization of File Downloads in RBI

As users navigate through various web pages in Remote Browser Isolation (RBI), they might attempt to
download files to their local device. Customers can leverage the Content Disarm & Reconstruction (CDR)
capabilities from Votiro to process and appropriately sanitize the file before it is downloaded to the
user’s device keeping the user protected from any potentially malicious executables embedded in the
file.
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Table 2: Palo Alto Networks Products for Integration

Palo Alto Networks Integration Status Palo Alto Networks Votiro
Product Versions Tested Versions Tested

Remote Browser Isolation Completed Prisma Access 5.1 SaaS v24.01.24
on Prisma Access
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Integration Benefits
Palo Alto Isolation and Votiro CDR Integration

Votiro Cloud is a Zero Trust Content Security platform that proactively detects and disarms known, unknown file-borne threats and
data compromises in real-time, while also providing actionable threat and privacy analytics.

Together, Palo Alto Isolation and Votiro Cloud enable users to access, view, and download the content they need —seamlessly and
without risk. Improve the security of traffic passing through the Palo Alto platform with Votiro.

e Zero-day threat prevention - Reduce the risk of malware and malicious code by only allowing known good files through
e Improved compliance: Sanitizing files while maintaining the original file format helps prevent data breaches and ensure
the sanitized files align with secure industry standards.

Integration Diagram
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Votiro products use the following data:

We do not share any data with Votiro except for the following:
- Unique identifier generated for correlation and troubleshooting purposes
- File and Filename of the file that is sent to Votiro for analysis

We do not share any PII data or Prisma Access data with Votiro.
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Before You Begin

To ensure a smooth configuration process, please ensure the following prerequisites are met:
+ Access to Prisma Access instance and Cloud Management portal to manage the instance
- RBI on Prisma Access has been purchased and enabled on the Prisma Access instance
- Access to your Votiro instance and the Console

Votiro Product Configuration

Step 1: Generate Authentication key - Service Token

1. Navigate to Service Token under System Setup
2. Create a new service token

3. Enter a token name

£. Set a token expiration date

5. Create a token

6. Save the service token

Please Save Your Token, You Won't Be Able To See It Again

D a039150-3a67-4240-b64d-9345f128124f
Issued To 3 King PANWRB!
Expiration 4 02/13/2028
Token 5 _— Copy Token
eyIhbGCiOijSUzITNilsimtpZCI6jVBQzg2MDVERDACQEAMKMAR

EIXMTVGMUJBQJFGNEY5M2dCNTE4NzVILCJOBXAIDIKV 1QifQ.ey
J pbmcgUEFOV1C: 2lkljoi

ZGtFZOWYENYDAS|TIB062NMymAItP Mihg XmPgm-
qSWT7apQBLOQXGRIIHQeSE3gxfyfSA

T

Documentation link - https://support.votiro.com/hc/en-us/articles/7491061622557-Service-Tokens

Step 2: Setup Votiro Policy
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1. Navigate to Votiro Policies under “System Setup”
2. Create a new Policy -> Set the name as “PANWRBI”
3. Configure Policy rules according to the organization's policies.

Policies Microsoft Office
s [e]a :
Case Default action Exceptions Default Action
Unknown File . 0

Macro handling | Remo

Password Protected 0
[ Remove metadata
Large File . 0
Complex File . 0 Remove printer settings
special Case 0
Block Suspicious URL
BlockReason /'
Filetype Dafaultaction Exceptions This Microsoft Office Document was blocked as it was determined to in-
clude a suspicious URL
Media 0
POF o Remove External Links
B Image 0 Block Files With Dynamic Data Exchange (DDE)
® oo . BlockReason
This file was blocked as it was determined to contain a Dynamic Data
Ichitaro 0
Exchange.
Binary . 0
Archive 0
w1 0
Email 0

Documentation link - https://support.votiro.com/hc/en-us/articles/7491061597469-Policies

Palo Alto Networks Configuration

NOTE: This integration is only supported on Cloud Management Interface (Strata Cloud Manager). It is not supported on Panorama
today.

Step 1: Navigate to Votiro Integration with RBI
Log into the Prisma Access Cloud Management portal and navigate to Workflows > Prisma Access Setup > Remote
Browser Isolation and click “Setup Votiro Integration” under the Votiro Integration with RBI tile.
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Remote Browser Isolation Setup ® Push Canfig ~

Infrastructure  Isolation Profiles

Settings @ Votiro Integration with RBI @

ountered in Isolation Session Enabled

Decrypted Isolate
Remote Browser Isolation

Agent Split Tunneling for RBI Enabled Session i isolated by RBI

Enable logging for all URLs visited during Isolation Disabled
Votiro integration with Rl enables use of CDR technology for the files downloaded by end user

> Workfiows

NGFW

NGFW

Step 2: Enter Votiro Instance Details

Toggle the “Enabled” checkbox under Admin State to enable the integration. When disabled after configuration, files will
stop being sent to Votiro for analysis.

Enter the API endpoint, JSON token and Policy Name as obtained from the Votiro console. The Policy Name should match
the name of the policy to be used in Votiro Console.

The API endpoint will correspond to the location of the Votiro tenant that you’d like to utilize. They will one of the following
options:

United States (US) - https://prod.us.paralus.votiro.com/
Europe (EU) - https://prod.eu.paralus.votiro.com/
Singapore (SG) - https://prod.sg.paralus.votiro.com/
Japan (JP) - https://prod.jp.paralus.votiro.com/

These parameters are the same parameters collected in the Votiro Configuration steps above.

’/l paloalt0® Palo Alto Networks | VVotiro | Integration Guide 8

NETWORKS



‘
& -~

Remote Browser lsolation [ Prisma Access | *  Remote Browser |solation

Set Up Votiro Integration

Votiro CDR Integration Settings

APl Endpoint o* https:#prod.us.paralus.votiro.com,
Ex: https:#examplevotiro.com/

Import a JSOM Token 0*

- *
Policy Name @ PANWRE

Admin State (@@ Enabled

Reset Votiro Integration Settings

Reset the integration Votiro settings to their defaults.

Reset

Users can also utilize the “Reset” button under Reset Votiro Integration Settings to clear out the configuration to return
the integration to its original state.

Click “Save” to save the configuration details which will return you to the following screen:
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Remote Browser Isolation Setup @ Push Config
Infrastructure  Isolaton Profes
Settings £ Votiro Integration with RBI @
Idle Tab Timeout (Mins) 10 Allow Users to ReportIssues Encountered in Iolation Session Enabled AP Endpoint
Max Tabs Per Browser 10 Actionfor Sites That Cannot Be Decrypted Isolate JSON Token Set
ends Disabled Policy Name PANW_RBLCDR
Ensbled Admin State Enabled
Diabled

At this point, configuration is complete and all file downloads for a user in RBI will be sent to Votiro for analysis.

NOTE: If an Isolation Profile dictates downloads to be blocked, that action will override and block downloads before sending
the file to Votiro for analysis
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Troubleshooting

NOTE: Use cases that do not match the use case(s) as documented in this integration guide, using a version of PAN-OS or a
version of the partner product not listed as tested and validated are out of the scope of the integration as documented by this
integration guide. Any additional use cases or variation from those use cases documented in this integration guide are out of
the scope of this integration guide document. It is not outside the realm of possibility that unanticipated issues (i.e. scalability,
concurrent API session limits, interoperability, other incompatibilities, etc.) could be encountered if out-of-scope use cases for
this integration guide document are deployed. Therefore, after familiarizing yourself with the use cases documented in this
integration guide, if there are plans to deploy use cases that are out-of-scope for this integration guide, it is highly
recommended that the initial deployment be performed in a pilot/proof-of-concept environment prior to deployment within
production.

Common troubleshooting steps

e Allfiles that go through Votiro analysis will be logged on the Votiro console that can be checked for accuracy of
policy enforcement and correct level of processing as desired.

e Allfile names for files that go through Votiro analysis from Palo Alto RBI are prepended with a unique identifier
hash that can be used to correlate with logs in Palo Alto Networks.

Helpful Resources

Votiro:

o Votiro Support Portal
e Votiro Management Dashboard

Palo Alto Networks:

e Tech Docs: Integrate RBI with Votiro
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Contact Information for Support

For Votiro specific issues:

‘

Technical Support Availability

Singapore working hours: 9:00 —18:00 UTC+8 (21:00 — 06:00 ET),
Monday - Friday

Israel working hours: 9:00 - 18:00 UTC+2 (2:00 AM - 09:00 AM
ET), Sunday - Thursday

US working hours: 9:00 — 18:00 UTC-5 (ET), Monday - Friday

All times exclude statutory holidays.

Technical Support Contact Details

Web Portal Support at: https:/support.votiro.com/hc/en-us
Technical Support Email: support@votiro.com

For Palo Alto Networks specific issues:

. PaloAl ks Li .

« Palo Alto Networks Customer Support
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