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1. Introduction

All of Infinite's devices that support the MQTT protocol, are capable to connect to any
local or remote MQTT Broker. Microsoft Azure, commonly referred to as Azure, is a
cloud computing service created by Microsoft for building, testing deploying, and

managing applications and services through Microsoft-managed centers.

This document is a brief how-to guide for all device communications between

Infinite's devices and Microsoft Azure.

2. Generating Self-Signed Device Certificate and Key

Azure requires TLS communications so we will have to create our own self-signed
certificate and key for our device. We do that with the commercial-grade TLS toolkit
openssl. The easiest way to do that is to simply install git on your computer and

locate the openssl.exe file in this directory: C:\Program

Files\Git\usr\bin\openssl.exe.

Open a Command Prompt or PowerShell window in the above directory and type the
following commands to create the device certificate and key:
req -x509 -nodes -sha256 -days 365 -newkey rsa:2048 -keyout device.key -out

device.crt - creates device certificate and private key

In the same window, create a .PEM file from your certificate:

x509 -in device.crt -out device.pem -outform PEM


https://git-scm.com/downloads
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(These commands are for testing purposes and should be adjusted for different

requirements.)

3. Creating an loT Hub
After creating a Microsoft Account, the first step of this procedure is to create an loT
Hub. On the homepage of Microsoft Azure, click Create a resource and then search

for loT Hub.

Create an loT Hub by filling out the project details and creating a new Resource
group. You must choose East US as your region for the time being as Microsoft is

working on enabling TLS1.2 on all regions.
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Make sure that you configure the minimum TLS version as well.
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3.1 Creating a device

While you are on your loT Hub page, enter the loT devices tab and click New to

create an loT device.

@ MyVeryFirstHub | loT devices 2
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Settings
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On the next page name your device, choose X.509 Self-Signed as the authentication
type and enter your certificates Primary Thumbprint. You can find this thumbprint by

opening the device.crt file we created earlier.
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4. Add Certificate

While you are on your loT Hub page, enter the Certificates tab and click Add.

Upload the .PEM file that you previously created.
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5. Device Configuration with WA Manager

In the Edit Device window in WA Manager, tick the Use SSL box.
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Next, we configure the MQTT parameters.

Although Azure supports MQTT connectivity, it is not a pure MQTT Broker and so it

has some limitations regarding its MQTT parameters.

For the Broker IP, the loT Hub endpoint must be used that can be found in the loT

Hub page.

A MyVeryFirstHub ¢
oA

(



MQTT - Connecting to Microsoft Azure

For the Client ID, the Device ID must be used that we used to create our device.
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The username must be of this format based on the name of our DevicelD and loT

Hub name: {loThubname}/{deviceid}/?api-version=2018-06-30

The topic must be of this format: devices/{deviceid}/messages/events/

Lastly, in the SSL Parameters tab, we copy and paste the three files needed for the TLS

communication: Server Certificate (CA), Device Certificate and Device Private Key.

(



MQTT - Connecting to Microsoft Azure
‘o
Condpmatin § ol |

Genesnl Zaaieg wpues Courmess SDI-12 MODEUS Daea Paesrsssian MOTT Parasseters SSLPsramman

»®)

Server Cortificate F’ w

EEGN CERTRICATE- .-
MIDmaCCAODYAM BEYURIHID abg+ Tt henitfip 1/ TowOGY K0!
BOAWNTELMANGA [ LERBAMC 236 Cad ) QHOR YD Y rczf M
MASGAWEC gl a Wi MOewCAYIVOCLDAFWWRAFOY DY OOD DASSMS S« Megu AL Ty
MOGeF wOASTATM AL M MO 8 O ALAI NG U M N A CaABG VBT TAmdy
MO OV DVOOID AN DEOMAW G A 1 LEBwa Ghic 30 DOANEINYBASMAZ L ZEXMASG
ANECWaEY TERMBUGA PUE L an OO TEUMTIMEL T 20 Ml g EMADGC S GSRIDOER

T NADEL

Device Certificate

BEGN CERTRCATE
MIDWICC ARG GAW AU g S Sk HIPFS0 VY ZagrIUcwOICN Mnibwe NALHS
BOAWTTFLMERGA 1UE Crnc COW ThemSulFlv 8 TIUZ oW NIy £8P FURY Ko hi§ 0004
S BAIPVIIY X N G 308DV INE DD T MIY T
MFoXDTOSMTEM T wHEcMBoGATUEA R TOVdTEWA ZDZX
ITCCASMDOY A o2 cNACEBBCADYEPADC CA0CyeEBAMEIMAT I
r 2 MRS b b 2N Sant i THA W N HC N TIWa B TR OV IS T e

Device Private Key

= BEGIN RS PRVATE KEY -
MIEpQEAAKCADE Aate FAA oo UMY RaD it Fled B IFFCREGAX miSgeiicy TAD0:
QTR W/ NESIINMI A0 RTIDEY B THRS WWILIP A0 Hifqro
U’rL‘lu_leD.«Hh A 2 E0ml S CSCmdP g Fiw Tt Sact R
|vu‘l’r'-f" Y ﬁuD'lVfllvkrn-Alll"h‘Atxl g
WPakmFTisdN: XML Bin2cl gl 2ol

MO0S0A

The Server Certificate is this Digicert CA, the Device Certificate is the device.crt file
and the Device Private Key is the device.key file. These files should be first opened

with Notepad++ and their contents should be copy and pasted in the above tab. All
files must be PEM formatted.

4. Load Certificates via Terminal

Alternatively, the certificates can also be loaded via a terminal program of your
choice. This example uses Tera Term.

The serial port settings are shown in the image below.

Speed: 115200 e

Data: 4 bit w
Parity: none w
Stop bits: 1 bit W
Flow control: nene w

The commands for sending each of the certificates are shown in the table below.
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https://cacerts.digicert.com/BaltimoreCyberTrustRoot.crt.pem
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9270

Send SSL
Certificates

cmd,n

n: 10: Root
Certificate,
20: Device
Certificate,
30: Device
Private Key

So, for sending the Root Certificate we should enter the command 9270,10 in the

terminal.

Y COM3T - Tera Term VT

File Edit

Then, send the appropriate file.

T COM3T - Tera Term VT
File Edit Setup Control
Mew connection...
Duplicate session

Cygwin connecticn

Log...

Pause Logging
Comment to Log...
View Log

Show Log dialog...
Stop Logging (Q)
Send file...

Transfer

And enter the special character *. This is achieved by pressing Ctrl+8.

Window
Alt+N
Alt+D
Alt+G

Setup Control

Window Help

oFr "G
Date moddied
21129 AM

772023 521 PM
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T

File Edit Setup Control Window Help
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-----END CERTIFICATE-
*COMMAND PROCESSED OK

[

The device will answer with the message COMMAND PROCESSED OK if the
configuration was successful.

Do the same for the other two certificates with their respective commands.

Your device can now connect Azure and send your encrypted data safely.

Disclaimer:

Azure is a registered trademark of Microsoft Corporation, USA. All products and software mentioned in this document
for educational and demonstration purposes.
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